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Abstract—Some commonly used inter-domain-routing each neighboring node. (In reality, an AS is often made up
policies—e.g., those using BGP’s MED attribute for cold-potato  of several routers that maintain BGP sessions; these sassio
routing—are beyond the scope of routing theory developed ey connect links to different neighboring ASes and pdevi
to date. This is because these policies cannot be expresse(? . . .
as a linear preference ranking of available routes at each multiple |nter-connec_tlons between the same ASes.) AS a
node. Existing characterizations of well-behaved path-wetor —result, these works fail to model some commonly used pdalicie
routing, however, critically depend on this linear ranking and in BGP today,e.g, the use of the Multi-Exit Discriminator
do not naturally extend to more complex policies. In this pager, (MED) attribute for cold-potato routing (discussed belaw i
we present a framework that is able to model these more gyamnie 2 8). One problem is that these policies seem to have

general policies. We use it to give the broadest-known suffent . istent f "b it i bl gt
condition for robust convergence of path-vector protocols even Inconsistent preferences,” because itis not possiblayd

when complex policies are used. In doing so, we present a new,@ given route is always better (or worse) than another.
unified notion of order on policies; this reduces to earlier esults On the other hand, work that addressed MEDs [8]-[10] did
in the case of restricted policies, but it allows us to analy@ not give the policy-interaction analysis tools that theniat
the practlcally useful but inconsistent qu|C|gs that cpuﬂ not  odels have. This paper bridges this gap by presenting a
be directly modeled before. As an application, we rigorougl . . - ?
analyze (and improve) various robust protocol-design propsals. .generalllzed model t(_) Capture t.he sta.tlc Semant!cs of policy
interactions for both inter-domain and intra-domain BGB-se
sions. We use this model to derive the first known sufficient
. INTRODUCTION condition—analogous to the simplified case—that guarantee
Most routes on the Internet transit several independentlybust protocol convergenaispiteinconsistent preferences.
administered network domains, called autonomous systemsn the rest of this section, we review the state of existing
(ASes). Establishing connectivity between ASes, calledrin theoretical frameworks for inter-domain routing and poexs
domain routing, is accomplished today using the Bordettempts to analyze MED-related anomalies. In Section I,
Gateway Protocol (BGP) [1], a path-vector protocol. Routege introduce our model and show that simple uses of incon-
are computed hop-by-hop through the network; at each stejstent preferences (which we formally define)—even at just
routing decisions depend on routing policies configuredllgc one node—can cause routing divergence. We then derive the
within each AS. Convergence to a stable Internet routing thgeneralized convergence condition in Section Il and discu
depends on a composition of decisions involving many comarious applications in Section IV, including a space-&ffit
plex, autonomously provided inputs. Previous work [2] hagrsion of a proposal from [8] to prevent MED oscillations.
shown that the interaction of these local policies can pcedu .
global anomalies in BGRe.g, nondeterministic routing and A- BGP Convergence Conditions
protocol divergence. To achieve greater network stabiity Gao and Rexford [5] showed thatbustness-predictable
better understanding of the interaction of routing polcie convergence to a stable routing, even after link and node
necessary; furthermore, this must be done in a rigorous aranfailures—is achieved when all policies follow constraints
so that network operators can rely on provable guarantéeduced by a hierarchy corresponding to a simplified version
about protocol behavior, even in worst-case scenarios. of today’'s commercial Internet. However, minor changes to
This paper continues a line of work that explores thie business relationships, flexibility in the constraints
theoretical foundations of inter-domain routing and rogti misconfiguration could still lead to routing instability.
policy interaction. Formal analysis of path-vector pratisc  Griffin, Shepherd, and Wilfong [6] proposed the Stable
that derived general sufficient conditions for robust cenvePaths Problem (SPP) as the underlying formal problem solved
gence [3]-[7] ignore the complexities of sharing inter-ddm by BGP. SPP captures the static semantics of routing-policy
routes within an AS; in particular, the model of the Internehteraction as a total preference order of routes at each
assumes that every AS can be represented by one nodaade. They were able to give a sufficient global condition
a graph with a single routing policy and a single link tdor robustness, but showed that checking individual petici



exactly for the existence of a stable routing solutiorNiB- Il. A GENERALIZED FRAMEWORK FOR
hard. Combining the results of [5] and [6] gave a simplified INTER-DOMAIN ROUTING
version of BGP that assumed the underlying business hlgyrarc

but aIIowe_d .pack-up routing wh_|Ie remaining robust [11]. ._domain routing protocols. We then define route-selectiorfu
These initial results were incorporated into theoreqc%ns and independent route ranking (IRR), explaining the
fr]:':lme\r/]vorks (3], [4], [7|] that model th|? beE.a\Iqor”and desighitterence between our more general definitions and the more
of pat _-vector protocols more generally, which aflow roaes ecific definitions used in previous theoretical work. Wenth
analysis of convergence conditions. These works showed t gesent the Generalized Stable Paths Problem (GSPP) as the

con;;tency amdong the n;]any p_rﬁferednce_z orderings t())f rou erlying theoretical problem being solved by routingtpro
at different nodes, together with ordering routes by pa Is; it incorporates the generalized version of routectielp.

length, represents a sufficient condition for robust cogerce In doing so, we provide an example GSPP demonstrating a
equivalent to that of the original SPP work. MED-inducéd oscillation

We begin this section by reviewing the dynamics of inter-

B. MED-Induced Oscillations : . .
A. Overview of Inter-Domain Routing
Unfortunately, the above convergence conditions onlyyappl

to protocols in which preferences are totally ordered aheac Internet traffic isforwarded from source to destination by

node. We call this propertindependent route rankingRR) routers along paths that traverse mter-d_omaln an(_j |Mr_aedn .
r’r(]’\l?s Routers perform a basic forwarding operation, incahhi

because the rank of a path does not depend on what ot o o
routes are known; the rank of two routes can be direct N destlr!atlon P add_ress of a packet of traffic IS matched to
entry in a forwarding table, and the packet is sent to the

compared to determine which is best. (This property wi di th iahbori i listed in th
also listed in [12], calledet-immune determinisjrHowever, correspondinqiext hop—or neighboring router—sted in e
entry. The job of routing protocols is to fill this forwarding

BGP's full route-selection procedure cannot be modeletis t table to form consistent. loopless paths for traffic to failo
way. In particular, use of the Multi-Exit Discriminator (MB _ ent, foop P .
Intra-domain routing is well understood and is often based

attribute may violate IRR (as in Example 2.8). _ . . .
MED-induced oscillations are a well-known problem of" simultaneous best-path calculations using some Imterio
BGP [13]-[15], and it has been conjectured that the viotatig>ateway _Protocol (IGP)—at the mtra—domalq level, “best” | .
ften defined as shortest. Inter-domain routing, howewer, i

of IRR is the major reason. These oscillations are espgcia‘ﬂ licated b th i fd . d th
difficult to analyze and debug on a real network because th re compiicated because the autonomy of domains and the
ale of the Internet prevents both information about ngtwo

are a product of not only BGP policy settings—involvin o . _

attributes set in separately configured, independent Abes— opplogy o be_ distributed for Su.ch .calculatlons and coordi

also internal distance settings within an AS (determineauiy nation or consistency among definitions Of. best. Th_er-efor

interior gateway routing protocol, or IGP). routes are computed on a hop-by-hop basis and decisions are
' ém‘ enced by local policy configurations.

There has been some work on the consequences of u S . .
the MED attribute, but the results have been incomplete. nowledge about destinations is learned throaghertise-
f entsfrom neighboring routers; once a path to another AS

Basu et al. [8] and Musunuri and Cobb [10] proved that"

including in advertisements routes not chosen as best piev s_es_tablis_hed, an AS will share t_hMachabiIity information.
MED-induced oscillations, but this change to BGP woul&"th its neighbors so that they gain knowledge of the destina

increase the size of routing tables and the number or size 9 s well, ASS“W"”Q that dest|na_1t|or_13 are fcragmatgdby
update messages. Griffin and Wilfong [9] presented exampatgf router_respon3|ble fpr that destination, paths aroksted

of MED-induced oscillations and described them using repeating the following three-step process:

extension to their SPP model, but did not give a robustnessl) Information about established routes through neighbor-

constraint as in the original model. Other suggestions heeso ing routers is collected, callednporting routes. The
the MED-oscillation problem affect the use of route reflesto route data stored in the local routing table depends on the
and configuration of iBGP sessions within an AS [16] or  route information in the update message andithgort
require changing the interpretation of attributes [15]. policy; the policy mayfilter routes entirelyj.e,, remove

This paper presents a formal model for policy routing  them from consideration.
that applies to configurations with or without IRR violatign ~ 2) For each destination, the protocol's best-roseection
including use of the MED attribute. We derive a constraimt fo ~ Procedureis used to choose best routes from the local
policy configuration that guarantees robust convergenciné routing table. Best routes are then used to populate the
general case; it applies to instances of the original SPReinod  forwarding table for these destinations.
as well. Our extension to the general case is nontrivianbse ~ 3) Best routes are advertised to neighboring routers, ccalle
previous conditions were expressed in terms of route rgskin exporting Update-message information about these
which our model does not require. We also use the constraint routes is influenced bgxport policy which may also
to rigorously evaluate conjectured solutions to the MED- filter routes.
oscillation problem; in particular, we discuss a modifieatio The routers with inter-AS connections exchanging this rinfo
the solution of Bastet al. [8] that requires fewer resources. mation areborder routers however, any non-border routers



must learn about external destinations as well. The intdrew it interacts with the selection procedure depend on the
domain protocol is thus also used to share external destipaetocol implementation.

tions with internal routers. As a result, path-vector pcols Independent route ranking (IRR) means that the preference
accomplish two inter-domain routing tasks: of a path relative to other paths depends only on that path

1) establishing connectivity and sharing reachabilitpinf @lone (and any information in that path’s routing-tablergnt
mation across inter-domain links; and and not knowledge of other paths.

2) d|str|but|ng know'edge of inter-domain routes to non- Definition 2.2: A selection functiono Obeyslndependent
border routers. Route Rankingff, for all sets of routesR; and R; and

Much of inter-domain-routing theory developed to date foqestlnatlonsi, the following two conditions hold:

cused on task (1g.g, [4]-[7]. The Internet was modeled as a 1) 0%(R1) = S implies 0?(1 U Rp) N (R1\ §) = 0; and
graph in which each vertex represents one AS; only inter-As2) o/(R1) = S ando?(R1UR2) NS # 0 implies o (Ry U
connections were considered and anomalous behavior delate R2)_2 S_- _ N o

to task (2) was ignored. However, such anomalies have indé&g call violations of the first conditiotype-1 IRR violations
been identified [13]-[15], and this paper extends routimgty and those of the second conditigype-2 IRR violationsFor
to address these anomalies. singleton-valued selection functions, the above definitid

We write paths in the direction of forwarding traffie;g, IRR is equivalent to the following: if patl®; is chosen over
P = wuv1---v, is a path from nodey to destinationu,,. all paths inP as best, then additional knowledge of a route
Node v, is the next hop onP. At the inter-domain level, 12 ¢ P does not .permlt another route; # P1 in P to
most nodesu; will represent ASes, not individual routersP€ chosen as best; only, or P, may be chosen relative to
However, because of task (2), it will be important to WritePU{PQ}. (Condition 2 is irrelevant for single-valued selection
a portion of the path from the source router to the bordfnctions.) .
router such that nodes represent internal routegs;we may ~ Frevious theoretical work [4], [6], [7] on path-vector pro-
write P = ABC(3)(6)(12)(7) for a path from the source tocols modeled only selection functions that indepengentl
AS starting at routerd through internal routes to border @SSign arank to each route and choose the path of minimal
router C, then onto ASes3, 6, and 12 before reaching the (or maximal) rank. Selection functions written in this wag a
destination AS7. We assume that each transit and destinatiGqlled linear selection functionsat each node, the preference
AS can appropriately route traffic within itself; thus interOrder on unfiltered (permitted) paths is consistent witmear
domain messages do not contain intra-domain informati@fder. Because the protocol-convergence conditions ithestr
for other ASes. In general, when a router is establishidg [4]: [6], [7] depended on this notion of rank, they do
forwarding paths to a destination, we can view the InternBPt apply to the more general setting involving arbitrary
graph from that router’s perspective as one in which all nthgélection functions. (Note, however, that a preferenckingn
ASes are represented by one node, neighboring ASes coniedgrms of path attributes that corresponds to a given finea
to the border routers of this router's AS, and other nod&§'€ction function may be quite complex.) We now show the
represent the intra-domain routers and connections. relationship between linear selection functions and IRk

lack of space, these proofs may be found in the full repork.[17

B. Route-Selection Functions and Independent Route Rginkin Definition 2.3: A selection functiorr is alinear selection
_ _ function iff there exists a mapo : P — U from permitted
Step 2 in the above-despnbed three-step process of C@Oiﬂﬁthsp to a totally ordered se such that
best routes from a routing table can be modeled by the

following type of function. VRCP, o(R)={P|VP €R, wP)<w(P)}.
Definition 2.1: A route-selection functiom,, maps a set of  Proposition 2.4: A selection function has no IRR violations
pathsR to a setS C R that is a set of “best” routes at nodeiff it can be written as a linear selection function.
v; we write 0, (R) = S. When we restrict the selection to a It has been conjectured that IRR violations are a major cause
particular destination, we will write(R) = S? such that all of protocol oscillations [8], [9]. Proposition 2.5 showsath
pathsS? have destinatiom. even a single IRR violation can cause divergence.
In most cases, including BGR%(R)| < 1 for a set of paths  Proposition 2.5: Supposer,, is an IRR-violating (nonlin-
R and some destinatiod (i.e., for each destination, at mostear) selection function. Then there exists an oscillatietr n
one best path is chosen; we refer to thessiagleton-valued work instance containing nodein which all other nodes have
selection function)s Furthermore, we assume that choosintiRR (linear) selection functions.
some permitted path is preferred to choosing no path, affnou
some paths are filtered by local policy so that they are never
considered as part of the selection process. Assuming thaThe Stable Paths Problem (SPP) [6] was suggested as the
these filtered paths are not stored in the routing tahléhen theoretical problem underlying inter-domain routing, but
for all R¢ C R to a particular destinatiod, R¢ # () implies limits nodes’ route-selection functions to linear selestiunc-
o¢(R?) # . The process of collecting and storing routegions. We now present the generalized version first discusse
including what data structures are used for this purposa, an [9] to accommodate modeling attributes in BGP that are

Generalized Stable Paths Problem



AS, choose the path with the lowest MED value. MED
values are only compared among paths to the same AS.
4) If there remains a tie because there are paths to different
ASes, choose the path with the shortest IGP distance to
its egress point.
The importing AS has ultimate control by setting local-
preference values, but these are often set equally for atéso
through a given AS, even across different inter-AS links. In
practice, this allows a neighboring AS to influence the choic
between the inter-AS links by using the MED attribute.
If MEDs are not usedi. ignoring step 3), the route-
selection procedure above (via step 4) breaks ties based on
minimal IGP distance; this is known &®t-potato routingin

Selection functions for routerd and B:

0% (AC10, AD20) = AD20 which nearest egress points are used. Otherwise, thectaldm
0% (AD20, ABE20) = ABE20 potato routingis used, and neighboring ASes can express al-
0% (AC10, ABE20) = AC10 ternate preferences for ingress points using the MED attib
% (AC10, AD20, ABE20) = AC10 For example, consider a small network with high costs toycarr
traffic internally, and suppose it has inter-AS connectimoriss
0% (BAD20, BE20) = BE20 !nternet _proyider in Californ.ia and New York. When advertis
0% (BAC10, BE20) = BAC10 ing destinations to the provider, the small customer caachtt

appropriate MED values so that the provider chooses egress
points closest to each destination; traffic traverses &g lit

of the customer network as possible. If the provider instead
used basic hot-potato routing, traffic would exit the previd

inconsistent with independent route ranking: from thisnpoi "etWork at first opportunity (close to the source), possibly
causing the customer to handle transcontinental traffic.

on, we assume that selection functions are singleton-dalue : el ) i
Definition 2.6: An instance of th&seneralized Stable Paths. The instancevED-EVIL, shown in F|gure L was flr_st given

Problem (GSPP)is a networkG — (V,E) and a set of in [9] as an example of a MED-induced oscillation. IGP

permitted pathsP in G to a fixed destin7ati0n node, € V distances are listed as numbers next to links; MED values

(The setP of permitted paths can be partitioned into sBfs ?re cl;séed .nex.t to tl)nte'zAr-SAﬁ con dnect|ons |nhpare|r|1theiesahmt h
v € V, which are the permitted paths at nage.e., starting at Ixed destination be » and assume that all paths have the

» and ending aty.) All nodeswv - v, have a route-selection same local-preference value assigned at AS 3. The selection
function ovo - 2P+ _} P,. A path assignment : V — P is a functions for the internal routetd and B are also shown. It is
vo - :

solution to GSPP iffr _ and for ever V. important to note that 4 has an IRR violation because of the
W(UL; |: v ({vP elp ?“]2): W(E}g)) and {u v]}/G %}7; Yo € MED values set by AS 2; thus, the paths cannot be ranked and

Remark 2.7:GSPP isNP-complete. This is because GspF‘h'ioc‘s’ggg“[]at'fhﬂscg”s”;; %Z;er?czessc?lni'ec?na;as sﬁgiﬁ;%dsPP.
is in NP—given a solution, it is easy to check whether i% why ti ution, u

is stable—and because SPP, BR-complete problem [6], have not advertised routes to each other; then they will

. P 00seAD20 and BE20, respectively, because of minimal
trivially reduces to GSPP by writing its path preferences %gp distances. If these nodes share )t/hese chaolgesil still
(linear) selection functions. '

. . choose BE20 because, even thougBAD20 has a shorter
. Example 2.8.F|_gure 1 shows an exam_ple_ GSPP, which Vaesp path length, its MED value is higher th&¥'20 and both
given in [9] and is nhamedieD-EVIL. This instance models paths lead to AS 2. Routet, upon learning ofd BE20, will
the route-selection procedure of BGP running on a networkrll% longer consider'élD20 bécause of its higher MEb value
\t,r\gr;mhe::ee'\éltiz ifctlbsuf 's used. The network is shown frorgnd will chooseAC'10 instead (because of its IGP path length
wFr)1 P e s i ' ted f iahb it is ai is shorter thanABE20, the other viable option). Wher'’s
€n a route 1s Imported irom Neignbors, 1L 1S gIVeN Fa,, cpoice is broadcast 8, router B will choose BAC10
Iocgl-preference value that is entgred into the rol.mnget"’lboecause of its shorter IGP distance (0f8#20), withdrawing
to indicate hOW. good” the routg Is; the MED. gttrlbute, "5 £20. However, this withdrawal removes the path through AS
_the_ othe_r hand, is set by th}xportm_g(or_ advertising) AS _to 2 with lower MED value, causing! to chooseAD20 again,
indicateits preference among multiple inter-AS connectlon%thdrawing AC10. Thus. we have an oscillation similar to
The path-selection procedure for BGP is as follows: '

that in the proof above.
1) Choose routes with the largest local preference. )
2) In the case of a tie, routes with the shortest AS-palh Convergence Properties
length are chosen. We are not only interested in whether policies interact to
3) Inthe case of a tie, if there are multiple paths to the sarafow a stable path assignmeng., whether or not a GSPP has

Fig. 1. The GSPRMED-EVIL.



a solution, but also in how path-vector protocols, follogvthe Definition 2.11: The following are convergence properties
three-step hop-by-hop process described above, can teaichfor GSPP instances.
assignment. In the next section we will provide a broad suffsolvability: A GSPP issolvableif there exists at least one
cient condition that guarantees robust protocol convergém path assignment that is a solutidre., the evaluation digraph
a unique solution. To derive this condition, we must invgstie  of the GSPP has at least one sink state.
protocol behavior in addition to the existence of solutioftse  Unique Solvability (Predictability): A routing configuration
evaluation digraphwhich is a graph constructed from a GSPR uniquely solvableif there exists exactly one GSPP path
instance and defined below, allows us to do this. assignment that is a solution;e., the evaluation digraph
To simplify our discussion of convergence properties, weontains exactly one sink state.
assume that routes to different destinations are computgsfety: A routing configuration isafeif a path-vector proto-
independently; therefore, we can always discuss protam®l ¢ col is able to converge to a solutiong., all traces in the
vergence with respect to one destination. This allows uséo WGSPP’s evaluation digraph are acyclic. The existence of a
GSPPs to describe protocol convergence in general. solution does not determine safety.
Definition 2.9: The evaluation digraptof a GSPP instance Robustness:A routing configuration isobustif it and all sub-
S is a directed graply (S) = (Vr, E7) in which the nodes instances (resulting from node or link failures) are unlgue
representprotocol selection statgsand the edges represensolvable and safej.e, all traces in the GSPP evaluation
transitions between states. A selection state is a patgrassidigraph are acyclic and end at the same sink state.
mentr € ([, Pv); if @ € Vr, then we denote the pathwe are interested in robust path-vector protocols becaeset
assigned tav by 7. Thestart stateis the node correspondingavoid nondeterminism and divergence, which are problems
to the empty path assignment, in whigfwy) = (vo) and, for  that are difficult for network operators to understand artslide
v # v, m(v) = ¢, the empty path. when they occur at the inter-domain level.
The directed edgéw, 3) is present inEr iff Remark 2.12:Note that the definition of robustness, while
requiring all sub-instances to be predictable and safejires)
all traces only in the original GSPP’s evaluation digraph to
Vo e (V\{vw}), ms(v) =0y U {vma(w)} | ; be acyclic an}:j end at tf?e same sink. This is becgusz sub-
{uvyel instances have evaluation digraphs that are subgraphsof th

i.e. given that nodes select the paths and then broadcast©riginal instance’s evaluation digraph (with some paths no

these selections to their neighbors through asynchroniéi@ F longer possible because of failures); the property of aciyy!l

links, nodes might next select the paths. Note that there Nholds on subgraphs.

may already be path data in the links that has been delayed ifRemark 2.13:The generalization of SPP to GSPP leads to

transit, so thatr, (v) = P andms(v) = P’ but, for a neighbor @ parallel generalization of the PVPS framework of [4]. The

u, 7o (u) = Q andws(u) = uP. (Therefore, states may nottechnical report [17] discusses that generalization, e

be consistent; these states are not acceptable as solutionscall the GPVPS (Generalized PVPS) framework. The conver-
We can follow the execution of a path-vector protocol on @€Nnce properties that we discuss here have GPVPS analogues,

GSPP instance by itsace which corresponds to a directec@nd the sufficient condition for robust GSPP convergence may

path in the evaluation digraph beginning at the start stake used as a global constraint on GPVPSes [17].

Traces end asink statesi.e, nodes whose only outgoing

edges are loop edges. Because the evaluation digraph & finit !/l GENERALIZED CONVERGENCECONDITIONS

if all traces are acyclic (ignoring loop edges), then alltpool ;01 5 set of routing-policy inputs, we can study the corre-

runs will converge. It is clear that, equivalently, if thetwerk _ sponding GSPP instance’s evaluation digraph to see how they

dynamically oscillates during route selection then ther@i ,act path-vector-protocol execution. However, an eatitun
cycle in its evaluation digraph; each of the paths among Mhiﬁigraph is both large and complex: it is impractical to comstt

a node osm_llates will appear in at least one of the statelsen t as this requires simulating all possible update sequence
corresponding cycle. _ _ Griffin, Shepherd and Wilfong [6] showed that a smaller
Proposition 2.10:A path assignment corresponds to a sink,ctyre, called aispute wheelcan be constructed from an
state iff it is a solution. SPP instance that is not robust. Unfortunately, the orlgina

Proof: A solution is a stable routing tree. SUPPO8e  gefinition of the structure is not compatible with nonlinear

is a solution; then by Definition 2.6, for alt # vy € V, gglection functions.
a0 (U{U,U}GE{UM(U)}) = ma(v). By Definition 2.9, thisis  |n this section we begin by introducing a new version of
equivalent toa having no outgoing edges in the evaluatiomispute wheels and prove that it adequately captures oscil-
digraph other than loop edgess., that« is a sink state. B lations in GSPPs. From that discussion, we are then able

Therefore, we can define protocol-convergence propertiesd describe oscillations in terms of an underlying order on
terms of the structure of the corresponding evaluationagigr permitted paths described by local-policy configuratidriss
The following combinations of the existence of solutionsl amotion ofpartially ordered SPPé§rst appeared in [4]; however,
the ability of protocols to reach those solutions are ofrigde because our generalized version of the problem does not have



=<

)
:

withdraw P; during the oscillation, and one of these actions
causes the selection-state transition; thus the rim segmen
satisfies condition (1) in Definition 3.1.

If z; does not oscillate irC, let vg P, be the path that,
selects inC' after voP; and z, the first node onP,. If x5

©

I cycles inC, we may proceed as above, otherwise we consider
///Qi+1 the pathvy P3 that vy selects inC' after vy P, etc. Eventually,
we either construct another spoke connected@goby a new
rim segment or we progress through all@fand return to the
path assignment in whichy selectsyy P; . If the latter happens,
theny, cycles through a sequence of pathginand each of
these paths is learned from a neighbor who does not cycle
) . in C. All of these paths are thus known g at all times,
a notion of rank, we must nontrivially change the componenjgeefore all of the changes in path assignmentgtanust be
of this order to correctly describe the robustness conditio the result of IRR violations. (This is because a change ih pat
assignment requires thaty know of different routes before
and after the change. If the change selects a route that was
already known but not chosen, by Definition 2.2, the selectio
function forvy has a type-1 IRR violation.)
In this case, assume thag’s selection of@), is the result
of crjjo (S) = Qo and vy's choice of vgP; is the result
of 62 (S1) = wePr, with Qo,voP1 € (S N S;1). Because
1) 3521{@Qs, RiHQiTl} S:t.07,(S) = Rit1Qiya; OF SA§1(5£ )(7) there is some routé, such(that eit)her learning
2) 35 7 Rin1Qivr st or withdrawingvo P, causes the transition frorfi to S; and
a) oy (SU{Qi}) # Qi and Qo to voP,. Let = be the first node orP, and v; be the
b) of, (SU{Qi, Ri+1Qis1}) = Qy; or last oscillating node ot. (There is such a node becauie
3) 35 Z Riy1Qiy1 St is broadcast and withdrawn in the oscillation; otherwise we
a) ol (SU{Q:}) =Q; and would not have this oscillation.) Then we candgt = v, -- - d
b) ol (SU{Qi, Rit1Qi+1}) & {Qis Rit1Qis1}- be the next spoke, an®; = voz---v; be the rim segment
Remark 3.2:Note that of the three relationships betweejpining them such that either condition (2)—# is learned—
active nodes in a generalized dispute wheel, only conditiom condition (3)—if P is withdrawn—is satisfied.
(1) can occur for a linear selection function; condition$ (2 Because the oscillation cycle is finite, we can repeat this
and (3) imply the existence of an IRR violation. Conditiof (1process until we reach a selection state or path assignmnt t
is analogous to the condition on rim segments found in thrge have already visited. At this point, a subset of the spoke
original definition of a dispute wheel for standard SPPs. and rim segments will form a generalized dispute wheda
The generalized dispute wheel is a graph constructed fromCorollary 3.4: If an instance of GSPP is not solvable, then
a GSPP instance, using the same nodes and edges initlentains a generalized dispute wheel.
instance’s network graph. However, nodes may appear mord>roposition 3.5:1f an instance of GSPP has multiple solu-
than once in a dispute whea,g, in multiple spoke paths. tions, then it contains a generalized dispute wheel.
Theorem 3.3:If the evaluation digraph of a GSPP instance  Proof: We follow an analogous proof method in [6].
contains a cyclic trace,e. if a GSPP instance is not safe Supposer;, w2 are two solutions; we can view these as trees
then there exists a generalized dispute wheel. in the network, rooted at the destination 7; = (J, .y mi(v).
Proof: Let C be a cycle in the evaluation digraph ofThen letH = (V, E(T1) N E(Ty)) be the graph induced by
the instanceyp, a node which does not select the same routke intersection of the trees and Etbe the component off
throughoutC, andQ, one of the paths thaty selects inC. includingvy. T1 # T» implies thatV — V(T') is nonempty.
Without loss of generality, we may assume thais the last In the following process, assume that all nodes are
(and thus only) node o1, that does not select the samessigned paths in both solutions. Choose an €dgev;} €
route throughoutC. Viewing Q, as one of the spokes ofT; whereu; ¢ V(T') andv; € V(T). Thenm(u1) = u1Q1,
a generalized dispute wheel, we now construct another swehereQ; is the path i’ from v, to d; 71 (v1) = m2(v1) = Q1
spoke and a rim segment joining it to the spdhkg so that@ is in both solutions becaugeis the intersection of
Let vo P, be the next path thai, selects inC, and letz;  both solutions. There is some other pdh= ma(uq1) in Ts;
be the first node o, . If 2, oscillates its path selection i, this path is of the formR, Q> whereRy; = u; - - - us contained
then letv; be the last cycling node oRy, let Q1 =vy---d in T, \ H and Q2 = wvs---d contained in7T. Note that
be the next spoke, anB; = voz ---v; be the rim segment w2 (u2) = u2Q2, SO we can repeat this process by examining
connecting these two spokes. (Bafh and R, are subpaths the pathr;(us). Continuing, we can alternate between both
of P;.) Becausex; oscillates inC, it must broadcast and solutions until we repeat a nods.

<
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Fig. 2. Dispute wheel.

A. Generalized Dispute Wheels

Definition 3.1: A generalized dispute whe&ee Figure 2)
containsactive nodesuy,...,v; (with all subscripts inter-
preted modulds + 1) such that; has aspoke pathy); to the
destinationd andv; andwv;; are connected by @am segment
R;41 such that either:



The pathsR;, Q; form a generalized dispute wheel. Thisis  Proof: First assume that the instance has a generalized
because for each there must exist som& C P,, such that dispute wheel. Its rim gives a cycle in the generalized dispu
o (SU{R;11Qi1,uiQq}) = Ri11Qi11 because for either digraph as follows, because the pair of paths from adjadent r
i=1ori=2, m(u;) = Ri+1Q:+1 given the construction nodes to the destination each belong to one of the four oalsiti
above. (If not,n; is not a stable solution: Becausg; is in Definition 3.7. Begin with any active nodg on the rim; let
in the intersection of both solutions, the path); must be r; be the next node on the rim segmét)t From the construc-
available.) This satisfies condition (1) in Definition 3.1. m tion of the dispute wheet; Q; = r1v; - - - d is an extension of

The contrapositive of the above three assertions formsia, so0Q;SrQ;; this relation holds for further extensions along
sufficient condition on GSPP instances that guaranteestolthe rim, such thatr; - - - r1Q;) © (ri417: - - - 71 Q;). Let R be
protocol convergence; we summarize this as the following.the rim segment up to, but not including,—1; using these

Proposition 3.6:1f a GSPP instance has no generalizetklations, we see there is a path frgmto R} Q); in the dispute
dispute wheel, it is robust. digraph for each active nodg in the dispute wheel. Call these

_ ) ) _ pathsD;. Then, for everyR;Q; and Q;_1, one of the three
B. Partially Ordered GSPPs; Generalized Dispute Digraphs;onditions in Definition 3.1 holds. In the case of conditidi, (

The three types of conditions described in Definition 3.1 tha S : o (S U {R;Qs, Qi—1}) = RiQs; thusR; Q; © Q;_1,
connect dispute-wheel spokes by rim segments can be usedaoesponding to the edgéR;Q;, Q;—1) connecting D;
define relations between permitted paths in a GSPP. Here,avel D,_;. In the case of condition (2), learning;Q, at
use these relations to define another tool for characterizin,_; forces another route to be selected over ,; thus
policy disputes—a generalization of the dispute digraph [4R;Q; ®2Q;_1, also corresponding to the edfR;Q;, Qi—1)
[6]. Intuitively, when policies are consistent with a pattorder connectingD; and D;_;. Finally, in the case of condition (3),
defined by these path relations, they do not induce a glolthdrawing some route af;,_, forces@;_, to be chosen; thus
routing anomaly. RQ;®1Q;_1, corresponding to the same edge conneciing

Definition 3.7: Define the following four relations on per-and D;_;. Therefore the dispute-digraph edges corresponding
mitted paths in a GSPP instance; assume thds the fixed to pairwise relations between paths starting at adjacent ri
destination node and that v € V are other network nodes. nodes form a cycle.

Subpath: P, © P, iff Conversely, assume we have a cycle in the dispute digraph.
For any edg€ P, P»), examine the relation betwedh and
Pr=v---vg, Py =u---v, anduPy = P Py. If P, © P, then let the first node of’; be a rim node

and connect it to the first node ¢ as an adjacent rim node

Linear Selection: P, © P; iff X . .
(counterclockwise, referencing Figure 2.)Af O Py, Py ®1 P>,

Pr=wv-vy, P =u-v, and or P, ®, P», then letP, be a spokey; and connect the first
350y ({uby, P}US) =uby node of P, to the first node of?; on the rim segmenR;+;
Nonlinear Selection (first type): P, &1 P iff the sub_path ofP, from the first node to the Ias_t oscillating
node will be the rim segmen®;,; and the remainder oP;
Pr=v-vg, Po=u---vy, and3S FuP : will be the next spok&); 1. The resulting structure will obey
o ({P2tUS) # Py andoy® ({uPy, PtUS) =P, one of the three conditions in Definition 3.1 for rim segments

connecting spokes and will have subpaths along individual

Nonlinear Selection (second type)P; &, P; iff 4 ) ‘ : )
rim segments (moving clockwise); thus, this structure is th

Pr=v--vg, P, =wu---vo, and3S F upy : dispute wheel corresponding to the dispute-digraph cyae.
0.2 (8) = Py andoy? ({uPi} U S) € {uPr, Pa} This immediately leads to the following corollary, which
We now define the following graph on the set of permitteprovides an equivalent sufficient condition to Propositi®.
paths using the above relations. Corollary 3.10: Given a GSPP instance, if there is a cycle

Definition 3.8: Given a GSPP instancé, its generalized in its evaluation digraph, then the corresponding relatipa-
dispute digraphis the directed grap®(S) = (Vp, Ep). The (© U @ U ®1 U ©®9)* on permitted paths is not a partial order.
nodesVp = P are the permitted paths in the network. The Remark 3.11:The linear-selection relation defined in [4]
directed edg€ P, P») is present inEp iff one of P, © P, for SPP partial ordering (nonlinear relations did not apply
Py @ Py, P, ® P2, or P, ®2 P, holds. was defined as follows: assuming thats a ranking function,
Note that the dispute digraph is smaller than the evaluatidh @ P iff w(P;) < w(P2). In this version, both paths begin at
digraph as each node is labeled with a single network routee same node, and the extension/fto u in Definition 3.7
rather than a set of network routes; it is also easy to buigas captured in the transitive closure ef with the subpath
given the definition of each node’s selection function. relation &. If we used an analogous relation here,, P, © P»

Because the relations correspond to transitions in theievaif there exists some such thatz({ Py, P2} US) = P, then
ation digraph and connections between dispute-wheel spokany IRR violation would automatically introduce a cycle firet
we can prove the following. dispute digraph (this fact follows directly from Definiti@2).

Theorem 3.9:A GSPP instance has a generalized dispuiut, not all such IRR violations cause protocol oscillation
wheel iff it has a cycle in its generalized dispute digraph. (given other nodes’ policies), and subsuming one subpath



cQ Do EO
e vl
-~ =ACO ADO="7"" BE
R (S, Lo__. (a)
; ¥ 25 PP .
. BACO  BADO  ABEO < .
= 0 ______ > 203 = 3
——— Subpath - Nonlinear selection (secor
,,,,,, = Linear selection ------- Nonlinear selection (first)
- - ) - 210 320 13
Fig. 3. Generalized dispute digraph fRED-EVIL.
(b)

relation into the selection relations eliminates theserispg  F19- 4.~ (&) The SPP instanceap GADGET and (b) its corresponding
generalized dispute digraph.

cycles from dispute digraphs. Thus, the example disputiesyc
in the next subsection will appear different than in [4],.[6]
We may in fact generalize the relatiogsand© to relations  yjolation; the MED-induced oscillation imMED-EVIL corre-
< and « that also subsume, and ©; . sponds to this cycle. However, because acyclic digraphs are
Definition 3.12: Given a GSPP instance, a vertexa (pos- sufficient—but not necessary—for robustness, the appearan
sibly empty) set of paths' C P,, and pathe:P,Q, R € Py, of a cycle, in general, does not guarantee an oscillation.
such thato,,(5) = R and o, (S U {vP}) = Q, the relations  Example 3.14:A canonical policy-induced oscillation first
P <@ andP « R hold. given by [6] is represented by the SBRD GADGET shown in
These relations capture the effects of route export aggyure 4; it has no solution, so its dispute digraph also@iost
withdrawal on neighbors’ route choices.dfis empty (so that 3 cycle. Because it has a linear selection function, routing
R is the empty path), the® = vP and we haveP” < vP, policy is shown as a list of permitted paths next to each node
which is the subpath relatio®? © Q. If S is not empty and (with the most preferred path listed on top). The digraphois n
vP = @ # R, thenP « R is the linear selection relation gcyclic; indeed, the oscillation iBAD GADGET corresponds to
PoR.If Sis nonempty and P ¢ {Q, R}, then the relations the cycle10 — 20 — 30. This cycle is equivalent to the dispute
<1 and « give the nonlinear selection relations, and 1. cycle in the original SPP model: The generalized model can

C. Example GSPPs and Dispute Digraphs characterize instances with or without IRR violations.

Example 3.13:Figure 3 shows the generalized dispute di- IV. APPLICATIONS TOPROTOCOLDESIGN
graph for MED-EVIL, the GSPP from Example 2!18The  We now examine some strategies for constraining policies
graph’s nodes are the permitted paths in the instance; edgesyuarantee robustness. While dispute wheels and dispute
are drawn between paths for which one of the relations mgraphs are useful tools for Studying p0||Cy interactions
Definition 3.7 holds; the correspondence between arrow tyfifey can be impractical for real network configurations. The
and path relation is shown below the graph in Figure 3.  dispute digraph has size proportional to the number of lesspl
For example, the edgd€'0, AC0) and (BE0, ABEO) are paths in a network, and there is no known way to directly
subpath edges becausg”0 and ABE( are one-hop exten- produce a dispute wheel without an instance’s dispute pigra
sions of C0 and BEO, respectively. The edgéE0, BADO) or evaluation digraph. Furthermore, it is almost impossibl
corresponds to linear selection: the selection functionoate to obtain Internet-wide policy information to generate stae
B stateso;(BADO, BEO) = BEO, which means that, at structures, and the structures may change every time nodes
some time,BEO is preferred toBADO, and EO is the path change policies. Ideally, we want constraints on the pitoc
advertised toB to make BE(Q available. Likewise, the Edgespeciﬁcaﬂon or po"cy-conﬁguration |anguage that a@ima
(BEO, ACO) corresponds toBEO ©1 ACO: the selection proad set of networks and routing configurations—we would
function at nodeA statess’ (AC0, AD0) = ADO, but after |ike to use the sufficient condition from the previous settio
the addition of ABEO, we haveo (AC0, AD0, ABEO) = while allowing for as much policy expressiveness as possibl
ACO; the broadcast oBFE0 from B would caused to switch Previous work [4]’ [5], [7] has given concrete |oca|-po|icy
to a different path it already knew, which is an IRR violationconstraints that guarantee robustness when MEDs are rat use
Note that this digraph has a cyckC0 — BEO involving  However, it is difficult to generalize this work to GSPPs
nonlinear-selection edges and the paths that cause the IfRRause these constraints use notions of order and path rank
A . , , that need not be present with nonlinear selection functions
To simplify the diagram, we have condensed A$g2, and0 into a single . . .
AS 0 connected to router€’, D, and E; we can write analogous selection we thus consider other constraints for GSPPs. Some obvious,
functions that maintain the oscillation in the originaEp-EvIL. draconian constraints.g, preventing the advertisement of



ADO | +ABEO | ACO ACO | -ABEO

choose higher-MED-valued routes when lower-MED-valued
+BAD0  \BEO \BEO J +gaco KB;\COJ -

routes are available; this preserves the intended behatior
the MED attribute.

Multiple-path broadcast can increase the size of routing
tables and update messages. However, we propose that IRR vi-
olations can be detected dynamically, precisely when ayewl
learned route causes a switch in selection without selpthia
new route. Requesting that the new route always be broadcast

any route that causes an IRR violation, can be triviallyfill prevent a future oscillation due to withdrawal of that
shown to prevent routing anomalies, but these harshly liniRute without any route inconsistencies. Maintaining oxtese
expressive power. Below, we first review a specific proposdiute as needed is more storage-efficient than the multiple-
to prevent MED-induced oscillations in BGP, and we use o@@th broadcast proposed by [8], [10]. Although this solutio
tools to suggest an improvement. Then, we discuss two otfigguires further modification to BGP, dynamic detection of

conjectured solutions and prove them correct using outteesul RR violations is possible in practice. Whenever a BGP updat
message is received, the route selection before and ater th

A. Multiple-Path Broadcast update message can be compared. If the new selection is

Basu et al. [8] and Musunuri and Cobb [10] proved thape?ther the old se_Iecti_on nor t_he newly Iearneq _r_oute, this
a modification to BGP’s update messages will prevent MEPoInts tq an IRR V|olat_|0n (thls is clear from Definition 2.2)
induced oscillations. They suggested that nodes broadoast R€duesting this IRR-violating route to be broadcast as long
only best routes but also any route that remains after stef®3 it is available prevents any induced oscillations bezaus
in the BGP route-selection process (see Example 2&)all th.e route essentially bepomes f|x_ed, breaking t_he cycle of
routes with minimal MED values, possibly one for each Advithdrawals and adver'usem_ents in the evaluation digraph.
are broadcast, not only the one with minimal IGP distance Fd)rmally,.v-ve have the following. o
the egress point. This prevents routes that cause IRR idofat ~ Proposition 4.1:An oscillation due to an IRR violation
from being broadcast and withdrawn repeatedly. In the ca&@" be dynamically detected and stopped by requesting one
of MED-EVIL in Example 2.8, nodeB would then always additional route to be broadcast permanently.
broadcast the rout8E20, even though it would not select it ~ Proof: Given a cycle in the evaluation digraph involving
if BACO were knowr? Extensions ofBE20 are not chosen an IRR violation, there are transitions in this cycle inintyan
elsewhere because they are |0nger than Corresponding. exﬁgh/ertisement or withdrawal of a route that is never setecte
sions of BAC0; so, this introduces no consistency problemd.his route can be detected by comparing path assignments
However, it (1) allows other nodes to make the correct choiée the states adjacent to these transitions. If the withdraw
of routes with respect to MED values and (2) stops tHeansition is prevented by forcing the route to be advedtse
oscillation by making that choice stable. We also note thing as it is available, even if it is not chosen, the withcaw
only one route is chosen for the forwarding table; thus, wigansition cannot take place and the cycle is broken. =
need not worry about routing loops. The additional routes ar If changes occur and routes are introduced or withdrawn
used only to force the correct route choice. for legitimate causes, the resulting GSPP instance wilehav

We can see the effect of such a change by examining cyo‘ﬁcdifferent evaluation digraph; however, the relevant IRR-
traces in the evaluation digraph. The MED-induced cycle gfolating routes can be detected for this new instance in the
MED-EVIL is shown in Figure 5. The nodes show the selectiog@me way. If the IRR-violating route is no longer availalhe,
of nodesA and B, and the labels on arrows show the causdgoadcasting node can send the appropriate withdrawas—thi
of transitions (routes being advertised, denoted with,aor still allows the receiving node to detect new IRR violations
withdrawn, denoted with a&). The IRR violation is clear in the involving other routes. Furthermore, if any IRR-violatisg-
transition between the first and second states; nbdwitches lections are superseded by learning new routes that argslwa
from ADO to ACO by learning a different route4 BE0. With more preferred or by other IRR-violating routes, the origin
multiple-path broadcast, the withdrawal 4B E0 never takes routes are not needed and the broadcast can be stopped.
place; therefore the statelC0, BAC0) becomes a sink state
and a stable assignment. B. Compare All MEDs

This effect generalizes to all GSPP instances involv-
ing MEDs: broadcasting additional routes will break an
evaluation-digraph cycle by allowing nodes to receive ME
values they otherwise would not, thus preventing one (
more) of the cycle’s transitions. Because routes are alw.

added to (not removed from) the broadcast, nodes will not
ADO
BACO

broadcast (alwa
send ABEO)_ _ _

|
|
with multiple-path’ [
|
|

Fig. 5. Cycle in the evaluation digraph ofED-EVIL.

Some routers have an option to change the route-selection
rocedure involving MEDs: In step 3 of the BGP procedure
Fscribed in Example 2.8, instead of eliminating multip¢hs
the same AS by choosing the one with lowest MED value,
?ED values are compared across all paths so that, regardless
2As in Example 3.13, we simplify the instance by condensinglA8S 2, of AS next-hop, Only paths with the lowest MED values are
and AS0 into a single A9 and modifying the selection functions accordingly.retained for possible selection.



This option changes the route-selection procedure sotthatoi diagnose oscillations; this direction of research remmai
is linear: for each path, the preference of that path depemdsopen, even when IRR violations are ignored.
order, on its local preference, then path length, then MED Here we have focused on singleton-valued selection func-
value, and finally IGP distance. Therefore, IRR violationgons, but another avenue for future work is extending the
are no longer possible, and previous convergence constratheory to set-valued functions and understanding the econse
apply. In fact, because local-preference, AS-path lenaid, quences on multi-path routing; IRR is more complex in this
MED values do not change during intra-domain BGP (iBGPetting (recall Definition 2.2).
sessions, and because IGP distances increase as paths are ex
tended, the absolute rank value associated with pathsisese ) ACKNOWLEDGMENTS
on extension within an AS. This obeys the strict-monotdpici 1his work was supported by the U.S. Department of De-
constraints of [4], [7], so MED-induced oscillations cahndense (DoD) University Research Initiative (URI) program
occur. (Of course, more general policy-induced oscillaio administered by the Office of Naval Research (ONR) under
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remain when MEDs are considered, then all routes have their
MED values compared and, similar to above, IRR violation
are not possible. One simple way to do this is to assig
local-preference values such that no two routes from differ [2]
ASes have the same value; then the first step of the BG
selection process will automatically eliminate all routgsept
those from a single AS. (One can also assign distinct local-
preference values to equidistant ASes; then the first twasste [4]
eliminate all routes but those from one AS.)

This route-selection procedure is, in fact, consistenhwit[5]
linear selection functions because, just as above, theafak
route independently depends on four criteria in order. Qhee g
MED value is considered, all remaining routes have the same
local preference, path length, next-hop AS, and MED valu
again leaving the strictly monotonic IGP distance to be us:g
to break ties. Therefore, this modification to BGP prevents
MED-induced anomalies. (8]

1]

3]

V. CONCLUSIONS ANDFUTURE WORK [9]

In this paper, we investigated the use of the Generalized Sta
ble Paths Problem (GSPP) to model route-selection fungtigrg,
that violate Independent Route Ranking (IRR); in partigula
this model allowed us to analyze networks in which BGP&1l
MED attribute is used and facilitated studying the intdmact
between inter- and intra-domain routing. Using this model, [12]
generalized the classical dispute wheel and used our sesult
to provide the broadest-known sufficient condition for rstou
routing in networks, whether or not they exhibit MED-like[13]
behavior. We also used our work to gain insight into various
proposed solutions to the MED-oscillation problem. [14]

Depending on assumptions made about filterietg, one
may construct examples in which MEDs are used but no osdft?!
lation occurs, MEDs are used but no IRR violation occurs, IRR
violations occur but no oscillation occurs, or MEDs are usdtk]
and an oscillation occurs even when an IRR violation does nfgl
Whenever an oscillation occurs, regardless of the cause, }1
tools in this paper can characterize the correspondingypoli
dispute. However, it is not yet possible to use these tooiseal
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