On the Prevalence and

Characteristics of MPLS
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Ihe elephant in the
room

¢ |SPs spend considerable effort managing traffic
e MPLS: one (big?) tool in the TE toolbox
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Detecting MPLS

Pipe Mode (hidden to traceroute)

(New TTL in MPLS

TTLin IP header)

header n-1

k hops inside the MPLS tunnel
S

TTL in

outermost n-1 n-K
protocol (IP TTL copied to (TTL in MPLS header
header MPLS header) copied back to IP header)

Uniform Mode (visible to traceroute)
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Example traceroute
with MPLS

129.186.6.251 0.341
129.186.254.131 0.416

1
2
3 192.245.179.52 3.214

4 4.53.34.13 4.639 Full MPLS stack included in ICMP
Z SN T LT time exceeded response
7
8

4.69.132.53 53.546 .
4 68.105 44 44 481 (scamper and paris-traceroute show

192.205.36.153 44.856 MPLS response)
[o12.122.146.174 72.801

" MPLS Label 16424
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Objectives

e Understand extent and characteristics of (visible) MPLS
deployments

e How many ASes employ MPLS? Which ones? What are
the characteristics of deployed tunnels?
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Data analyzed

e 3 years of CAIDA Archipelago data: June 2008-August 2011
e Ark “team” collaborates to probe all routable /24’s

e Starting in May, 2008, measurements include |ICMP
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Results summary

e About 7% of ISPs are observed to employ MPLS
e Basically all tier-1 providers and half of large ISPs

e About 25% of end-to-end paths in Ark cross at least 1
tunnel
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MPLS prevalence

— All ASes
- -  ASes with at least 1 observed MPLS tunnel

Fraction of ASes employing MPLS

*—* Large ISPs
<—< Small ISPs

About 7% of all ISPs use (uniform mode) MPLS
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Number of observed
tunnels over time
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Number of tunnels rebounding from low in mid 2009
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Top ASes using MPLS

7018 AT&T 7018 AT&T 7018 AT&T 7018 AT&T 7018 AT&T 7018 AT&T
6389 Bellsouth | 6389 Bellsouth | 6461 Abovenet | 6461 Abovenet | 6461 Abovenet | 6461 Abovenet
6461 Abovenet | 6461 Abovenet | 6389 Bellsouth | 19262 Verizon |4837 China-169 6830 UPC
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Tunnel lengths

6 8 10
MPLS Tunnel Length (Hops) (all)

2009/01
2009/07
2010/01

2010/07|

2011/01
2011/07

x) (log)

1-P(X<

100 150 200 250 30
MPLS Tunnel Length (milliseconds) (all)

Tunnels have grown slightly longer
over the past three years
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Stacking and classes
of service

GE) 0.6/ «—e Tunnels with max label stack depth 1
=8 Tunnels with max label stack depth 2

]
= *— Tunnels with max label stack depth 3

Stacking suggests fast
fallover engineering, among
other possibllities
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Use of CoS field varies
widely across ISPs
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|_ikelihood of encountering
I\APLS on a path

About 25% of paths between Ark
hosts cross at least 1 tunnel
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INnference Intuition

Given distributions of pair-wise latency and IP subnet, we may
be able to discriminate between MPLS and non-MPLS pairs of
interfaces

m— \PLS Interface m— [P S Interface
= w = Non-MPLS Interface wm w= Non-MPLS Interface
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IP Subnet

Distributions produced using 5% of April 2011 data
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INference formulation

Combining both observed characteristics of latency and
IP subnet, we devised a Naive Bayesian classitier to

determine the probability of an interface existing in an
MPLS tunnel.

Log-probability interface i/ is in

Probability of MPLS
given observed latency

an MPLS tunnel

K
= 5(k
0g P(MPLS;) = 3 1og P (¢ 44| MPLS)

k=—K
/

K
lterate over K -+ Z [o]e Pl(f;) (s..,;.,;_{_;i: | MPLS)

consecutive interfaces T

found in traces with I. Probability of MPLS given
imc 2011 | jsommers@colgate.edu 15 observed |P subnet
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INnference results

Detection Rate

— MPLS Length = 1
- — —MPLS Length = 2
MPLS Length = 3
MPLS Length = 4
—— MPLS Length = 5
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False Alarm Rate False Alarm Rate

Interface classification Path classification

Data from April 2011; training on 5%, testing on 95%
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Summary & ongoing work

e Uniform-mode MPLS tunnels are widely deployed

e (Clear impact on traceroute delay measurements
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More on tunnel lengths

— Average tunnel length (hops)
<+<—< Average number of pre-tunnel L3 hops
—> Average number of post-tunnel L3 hops

After shrinkage in 08, tunnel lengths have remained stable
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Number of tunnels over
time, specific ASes

Abovenet (6461)

Cable & Wireless (1273)
Chinanet (4134)
Deutsche Telekom (3320)
AT&T (7018)
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Number of tunnels per

07-2008
01-2009
07-2009
01-2010|
07-2010
01-2011

10°
Number of MPLS tunnels per AS
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Average tunnel lengths,
specific ASes

Deutsche Telekom (3320)
Abovenet (6461)

AT&T (7018)

Embratel (4230)
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Tunnel length aistributions
NOPS

4 6 8 10
MPLS Tunnel Length (Hops) (AS6453)
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Tunnel length distributions

milliseconads

100 150 200 250 300
MPLS Tunnel Length (milliseconds) (AS6453)
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Fraction of tunnels employing
different stack depths

Hl Max stack depth 1  HEE Max stack depth 2  HEE Max stack depth 3
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Additional tunnel
INnference results

e Good accuracy, especially if trained on
temporally close data
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